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ABSTRACT

11he purpose of this article is to emphasize the necessity of the
various technical discipl ines within the naval shipbuildi ng conmiunfty to
appreciate, or at least be awa re of , how the non-electronic community ’ s
decisions influence the perfoni~ance of electronic systems. Many times
during the design process the superstructure requires changes to accome- - 

-

modate new mechanical or structural requirements. Sometimes a modest
structural change can cause, directly or indirectly, degradation to an
electronic system which, in turn, can interfere wi th other electronic
systems.

This article will review some of the ~who-would-of-thought-it”
items that contribute to electromagnetic interference (EM! ) and system
degradation on navy ships.
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BACKGROUND

The ship desiqn process is Initi ated as a supportive element of the
broad national defense policies and objectives as defined by the Secretary
of Defense. The Joint Chiefs of Staff then translate these into military
policies and objectives which constitute the framework for planning and
programmi ng at the service level .

The Chief of Naval Operati ons, after numerous studi es and trade-
off s, develops the specific mission requirements. NAYSEA /NAVELEX con-
verts the mission requirements to performance and technical requi re-
ments. Finally, a configuration containing every functional element is
establ ished such that the top level ship system requirements are satisfied.
NAVELEX/NAVSEC during the detail design phase undertakes the challenge
of integrating the conmunications, navigation, survei llance , search, and
control electronics systems in the limi ted space available. This is
done in conjunction with the Naval Ocean Systems Center (NOSC), which
uses a 1/48 scale brass model of the proposed ship to tailor or integrate
broadband communications antennas wi th other systems In the ship super-
structure. This defines the exact topside location and manner of physi-
cal installati ons of the ship ’s hardware. NAYSEC then evaluates electro-
magnetic compatibility (FMC), electromagnetic interference potential,
radiation hazards (RADHAZ) and ini tiates a ship performance prediction
study .

If no problems arise which require addi tional compromises the
details of how each component Is to be mounted and instal led are
developed. This detail design Instructs the shipbuilder on how to
construct the ship.

When the ship finally arrives in the fleet, all electronic systems
should work in harmony, electromagnetic compatibility should exist ,
i.e., the ability of electronic equipment, or systems, to operate in a
fixed envi ronment wi thin design levels of performance wi thout degradation
due to electromagnetic interference. As the years increase , resources
decrease, new systems added and topsides chanqed, budgeting for EMC
analysis is usually neglected and the ship becomes a patchwork of
struc tural and electronic system compromi ses. This is where electro-
magnetic interference enters, i.e. , electromagnetic energy which
interferes wi th the detection and analysis of the desired signal or
causes a malfunction in equipment EM! has been wi th us a long time.
One of the first reported instances took pl ace In 1899 when a younq man
named Marconi demonstrated wi reless communication to the Navy . Wi reless
devices were installed aboard the USS NEW YORK , USS MASSACHUSETTS , and a
shore station. Paraphrasing from ~History of Communications-Electronics
In the United States Navy ,” by L. S. Howeth the test critique sta ted -
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“The Chief objection to It is known as interference. When signals
are being transmitted from one station to another, as between the
USS NEW YORk and the shore stat ion, and another vessel comes within
signaling distance and attempts communications wi th the shore station,
then the signals from the two ships become confused and the recelvinq
station on shore is unable to distinguish between them.”

Other excerpts from the report - “The spark of the sendinq coil or
of a consfdi rable leak *ie to faulty Insulation of the sendi ng wire.
would be sufficient to ignite an infl emable mi xture of gas or other
h illy ltqI,ted m.tter.”

Thi report goes on -

“The shock from the sending coil of wi re may be quite severe and
even dangerous to a person wi th a weak heart.”

and

“The sending apperatus and wi re would injuriously affect the
compass if placed near it.”

There we have wi th the firs t shipboard test of radi o, the immediate
appearance of EM!, and hazards to personnel , fuel and equipment.

live we made any progress over the past 75 years? Certainly the
design and Installation process has changed since that first test ,
although It has frequently been said that after trash, garbage, parki ng
and schedwl inq, EM! Is a major fleet problem.

This paper will discuss a few of the unusual interference problems
suffered by the fleet, problems that require a team effort by the various
engineering disciplinet of MAYSEC to resolve.

iv
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COMMUNICATIONS PROBLEMS

1.
Every ship requires dependable communications to perform assigned

mi ssions effectively . A ship is usel ess as a combat system, a repair
vessel , an aircraft carrier , or a harbor tug If it loses its abilit y to
communicate.

Figure 1 shows a 2-6 MHz transmit fan antenna. A shipboard communi-
cations antenna is not an Isolated, independent system. It must be
tailored carefully to a particluar shin type so that it can operate
effectively within the general constraints of snace, weight, and high
ambient RF fields. From mast to keel the whole ship is an intricate
mass of interacting RF currents making ‘~

p the antenna system and having
a di rect influence on indivi dual comaminications antenna system performance
characteristics. Antenna radiation pattern, feed point impedance, and
l ntercoupl inq data depend not only on frequency and the antenna locati on,
but also on the surroundi nq structures. The restricted area available
on ship for pl acing antennas causes most of the coummAnications antennas
to be affected by the presence of adjacent radiators and parastic
structures. Exampl es of topside modi fi cations which can seriously
affect antenna performance include addi ng deck houses; mast and yarda rm
configurati ons revised by Christmas lights, wi res, installation of mast
lights , etc. Since each antenna is custom fitted to its environment, It
becomes a victim of that envi ronment. All the dimensions shown In
Figure 1 and thei r relationship to surroundinq structures are cri tical
to the proper operation of the antenna. Any modi ficati on of the antenna
or envi ronment can have severe, adverse effects on performance. That

• means If the shipyard makes a mi stake during construction or the topside
is modified after the design is firm, and the impact of the change not
assesse d, the ship ’s ability to communicate may be impaired. The
impairment woul d be in the form of antenna radiation pattern degradation
and a change In antenna impedance which could lead to high Voltage
Standi ng Wave Ratios (VSWR), which can cause equipment damage.

Another problem facinq communications systems is improper construction
techniques. Recently a number of ships have been found to have cold
solder joints In their antenna systems, Figure 2. A small installation
error like a cold solder joint can render an effective combat system
impotent. As energy travels from the transmitter through the multi-
coupler to the antenna and reaches the cold solder joint, which makes
and breaks contact as the ship vibrates, the energy is refl ected back ,
when contact is broken, to the multicoupler at which time connectors in
the multicoupler beqin to arc because of an overload. See Figures 3, 4
and 5. The AN/SRA-34 multicoupler Is part of the Navy Tactical Data
Systems (P1105). In this exampl e, whenever a transmi tter was keyed in
the 2 MHz range , arc energy was observed above 400 HMz. Every electronic
receiver onboard shio was januned. Figure 6 shows a plan positi on indicator
(PP1 ) display of the AN/SPS-40 radar. Each time the transmi tter was
keyed a wedge of electromagnetic Interference appeared.

-~~~~~~~~~~~~~~~ - -
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Another major problem associated wi th communications is local sel f
j ammi ng of the High Frequency (HF), 2-30 MHz, receive system by Inter-
modulation product generation.

2.3
Intennodulation products are generated in a manner similar to that

in which the intermediate frequency (IF) of a superheterodyne receiver
is generated. Two signal s are mi xed, or beat, in some electrically
nonl inear device which , in turn, produces various signal frequencies.
In a superheterodyne receiver , the incoming , or rece ived, RF signal s are
mixed wi th a second signal generated by the local oscillator. The
signal s are mi xed in a nonl inear device, which may be a vacuum-tube or
solid-state device. When the two signals are mi xed, the output fre-
quencies of the nonl inear device will include the two fundamental fre-
quencies and both sum and difference (IF) frequencies A spectrum anal-
ysis of the output frequency of the nonlinear device will show that many
additional signal s are al so generated.

INTEI~I0DULATI0N PRODUCT THEORY

Assume that an RF signal or freauency fl is appl ied to an electrically
nonl i near element. The output frequency spectrum of this nonl i near
element will contain not only the fundamental frequency fi , but al so
frequencies harmonical ly related to fi , that Is, frequencies 2fl , 3f1 ,
4fl , etc. If two fundamental signal s of nonharmonically related frequencies
ft and f2 are appl ied to a nonl i near element, the output from the nonlinear
element will contain not only harmonic frequencies 2f 1 , 3f1 , 4fl , etc.,
and 2? 2, 3f2, 4f2, etc., but al so frequencies which are related to the
fundamental s in the followi ng manner:

FREQUENCY PRODUCT
COMBINATION ORDER

Fl + F2 2nd order
2F1 + F2 3rd order
2F1 + 2F2 4th order F
3Fl + 2F2 5th order

These frequencIes are cal led intemodulatlon products. The co-
efficients of the fundamental signal s are always Integral , or whole,
nunters. One would not, for example, find a signal of frequency l.lfl at
the output of the nonlinear el ement. The sum of the absolute values of
the coefficients of the fundamental s is the order of the intennodulation
products , so that fi + f2 and fi - f2 are both second-order products. A
third fundamental , f3 , would produce third-order products includ ing fl +
f2 + f 3, fl - f2 - f3 , 2f1 + f3. Fourth-order products resul ting from
two fundamental signal s would include products of 2f1 + 2f 2 and fl +
3f 2. Figure 7 illus trates that the number of products increases very
rapidly with increasing order. It may be noted that 10 simul taneously
radiating transmitters will theoretically produce approximately 670
third-order products and 20,758,530 13th order products. It is not
unusual to find 50th order on ships.
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FIgure 8 lIlustrare s the effect of addi ng one more transmitter to a
gi ven number of transmi tters al ready radiating. M is the number of
transmitters radiating , and Pa is the number of di screte products that
woul d be generated as a function of nonlinear order if one additional
transmitter we re to radiate. For example , if 12 s ignal s are being
radiated and one addi tional transmitter, the 13th, is added , the addi -
tional products generated due to the presence of the 13th signal are
approximately 25 second-order products, 300 third-order products, 2500
fourth-order products, and 12,000 fifth-order products. Therefore, the
curves illustrate the pote~~ia1 additional interference that a singletransmi tter can contribute.

The numbers generated in the foregoing exampl e, which utilized the
curve of Figure 8, are the theoretical number of disc rete products which
can be generated. The tern Ndiscrete H means that where identical
frequencies are generated for both lower and higher order products,
those frequencies are counted only once.

NONLINEAR JUNCTIONS

Nonl inear j unctions are any metallic items, objects , appendages or
the like that exhibit nonlinear voltage - current transfer characteristics.

If a nonlinear element has a voltage-current transfer characteristics
curve which is asymmetrical , all orders of intennodu1atI~n productswill appear at the output. If the characteristic curve is symmetrical
only odd-order products will be generated by the nonl i near element.
Most natural (shipboard) nonli near devices maintain a high degree of
symmetry, and measurements of odd-order intennodulation products are
usually higher than even-order products.

4.
Wi th the Increasing number and power level of transmitters and

increasing sensitivity of receivers the hul l generated intennodulation
interference (IMI) phenomenon has become a problem of major proportion
in the fleet and seriously affects the operational capability of many
ships. Successful reception of incoming traffic on a small platform can
be hindered by interference that is independent of the care taken in
design of communications equipment and the system they comprise.
Protecti n of the receivers from local transmi ss ions , purification of
radiated signal s and careful choice of recive - transmi t frequency

• separations are all important and necessary means of establishing
compatibility. But these controls do not guarantee unhampered reception
during time of collocated transmi ssions. Obscure nonl inear items
inherent in ~he shipboard environment are significant sources of inter-
modulation signals. When a sufficiently strong intennodulation signal
occurs on a frequency coinciding wi th one used for reception, the threat
can be overcome only by locating and removing the source of Intennodulation
interference.

3
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During the struggle to detect this insidi ous but important deterrent
to commjnicatlons on naval platforms, a number of techniques have been
devi sed to locate proven sources of intennodulation interference.

r Valuabl e as ~h1s information is, it does not allow any listing of source
by order of Importance. A more effective method is to concentrate on
finding the worst of an unknown number of contributing sources, remove
it, and then repeat the process wi th the remaining sources until a low-
level interniodulation signal floor is reached. The worst source can be
defined as the nonlineraity most strongly excited by currents at the
local transmit signal frequencies. It is also likely to be the most
efficient radiator of intennodulatlon signals because of Its antenna-
like characteristics. Experi ence has proven that findi ng and destroying
the worst lntermodulation source, often a surprisingly Nmickey_Inouseu
item, leads to a dramatic decrease in the number and strength of Inter-
feri ng signals.

Conventional investigations of intermodulation signals have tended
to concentrate on the 3rd, 5th, 7th, and 9th orders , arbi trarily ignoring
those greater than the 11th as unimportant. Deliberate concentrati on on
abnormally high orders is the basis for locating the worst source. The
highest detectable order will be produced in the most potent source,
while a number of sources will contribute to the usually investigated
lower orders. Once found, this signal can be used to locate its generator
by simple, even crude, direction findi ng techniques.

Some of the items that have been found jammi ng shipboard communications
are totally divorced from electronics and most unsual . On several ship
classes the boat davi ts and associated standi ng rigging, Figure 9, located
in the vicinity of high power transmi tting antennas have been identi f led

• as the primary source of TM! generation. Energy from high power trans-
mitting antennas couples into the davit system, which simulates a loop
antenna, and reradiates TM! products into the ships receiving antennas,
hence immersing the snip in Its own sel f jammi ng. Other unusual TM!
sources that have been uncovered are life lines, garbage chutes, ensign
staffs, inclined ladders, yardarm foot ropes, and safety life nets (see
figures 10 11 and 12). These items are under the control of non—electronic

- ¶ codes, but each Item can seriously influence the shipboard communications
receive capability. There are three al ternatives to elimi nate these
items as sources:

a. remove them enti rely

b. replace them wi th non-metallic items

c. properly bond around the nonlinear junction

These techni9ues are being implemented in todays ships by application
of MIL-STD-l3l O, Shipboard Bonding, Grounding and Other Techni ques for
Electromagnetic CompatibIlity and Safety.”

4 1 . .
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NELC ID 338 tItled “A Dialogue on Conducting Shipboard RF1 surveys
and Locating Interference Sources” dated 10 July 1974 Is available for
those who wish to pursue the topic.

-~~~~~~~~~~~~~~ - 
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OTHER SYSTEM TO SYSTEM INTERFERENCE PROBLEMS

There are numerous examples of electromagnetic interference situations
• on Navy ships; a few of the more interesting , and unclassifi ed , are

bri efly di scussed below. By the way, most of these are resoh ed - but
• new ones keep popping up.

Problem. AN/SPS-IO radar causes interference to the HF receivers.
The interference had the characteri stic sound of the AN/SPS-1O radar
(625-650 PRF), as detected from approximately 19 MHz through 28 HMz.

• Cause. The source of the interference was found to be the newly
instafled AN/SSR-l receiver. The four down-converter cables run from
radio central , up through the deck of the AN/SPS—lO radar room to
overhead cable ways, at a point di rectly over the AN/SPSIO RECEIVE!
TRANSMIT unit , a violation of MIL-STD-l3lO.

High order harmonic energy from the AN/SPS-lO modulator was present
on several of the cables in the cable way. The energy was carried to
the AS-2815/SSR-l antennas then radi ated from the antennas and associ ated
post support and was picked up by the HF receive antennas. See Figures 13
and 14.

Problem. AN/SPG-53 radar causes interference to l~F receivers.

- , Cause. The interference is generated from the fast ri se time and
narrow pulse width of the modulator. Measurements showed that the
i nterference enerqy was emanating from the entire topside structure
associ ated wi th the M~K 68 gun fi re control system. The structure acts
as an HF transmitting antenna and radi ates the energy which is picked -up
by nearby HF receiving antennas, masking incoming l ow-level coinmunica-
tions signals. See Figures 15 and 16.

• Problem. AN/SPS-37/43 radar causes interference to the majority of
topside electronic receivers.

Cause. At4/SPS-37/43 series radar generates broadband energy via an
arc di scharge occurri ng in either the antenna rotary joint and/or loose
metallic items in the radar ’s main beam. While the severity of this
arci ng will vary greatly between individual ships , it Is not unusual for
the arc-type energy to be detected on receivers operating above 3.5 GHz.
Figure 17 shows an example of AN/SPS-43 (operating frequency 225 MHz)
interference on the AN/SPN-43 (operating at 3.5 GHz) di splay. Try to
find an airplane on the di splay.

- 
- 

Figure 18 shows flight deck fl ood lights , one source of arc ing
that disabled most of the receive systems on the ship when the AN/SPS-43
was operating In excess of 100 KW. The phenomenon occurred when energy
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radiating from the 2-6 MHz HF transmitting antenna impinged upon the
flight deck flood lights i nducing current flow in a non-linear device
( the flood lights) causing the generation and reradl ation of inter- -

modulation products. Al so , when energy from the AN/SPS-43 antenna
illuminates the flcod lights, al ready sustaining current flow from
communicat ions transmi ss ions, arcing occurs in all the joints that
comprise the flood light and flood light structure. -

Again a non—electronic item that can di sable an effective combat
system. This problem was resolved by relocating the flight deck flood
lights. I

1 ’
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INTERFERENCE CAUSED BY TOPSIDE OBSTRUCTIONS

Oftentimes the design that satisfies all requirements is impossible
to achieve. There just Isn’t enough room at the top of the mast for the

• antennas of all the electronic systems and many compromises have to be
made. Bel ow are two examples of compromises that have caused system
degradation because of poor antenna location. The antennas were placed
in such a manner that the systems suffered from mast reflections and
blockage. When the radar is pointing toward a flat surface, incident
energy Is reflected from the obstruction to a target and then returned
to the radar system as a false target, in the direction of the obstruc-
tion , appearing on the radar di splay. This means the operator has two
targets to contend wi th. Only one is real.

Figure 19 shows an AN/SPS-lO surface search radar located on the
after mast. In order to “see” forward, the radar has to look through
many obstructions . Al so , to add a challenge to the operators abili ty to
distinguish true targets , two communications antennas on either side of
the radar Interfere with its operation. Figure 20 demonstrates the
interference phenomenon associated wi th the AN/SPS-lO. Sea clutter Is

- 1 missing around the area of 110° to 1200 because of superstructure
blockage. The land mass appearing at 1450 is a reflection, off the mast
support , of the large land mass. The “banana” at 2050 is a refl ection
of the land mass off the starboard communications antenna.

As in the case of the AN/SPS-lO , the AN/SPQ-9 also suffers from
“ghosting.” Figure 21 shows the SPQ-9 radar system situated next to the
forward mast. Figure 22 shows the SPQ-9 displ ay as the ship entered
San Dieqo harbor. Note in Figure 23 how certain targets have enlarged
and smeared as the ship came closer to the harbor. The smeared returns
are the result of objects near the harbor which have large cross sections
and because of the reflections of f Items in the mast area which appear
as targets.

This situation certainly offers a challenge to the surface search
radar operators.

8
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CONCLUSION

Ship designers must address the ship as a total system and take
into account the possible degradation of electronics systems when sub-
sequent modifications are made to the ship. Wi thout topside ENC con-
sideration, the most expensive and sophisticated equipmen~ below decks
possibly won’t function properly. As pointed out in the ~Tac tical
Electromagnetic Systems Study Action Council (TESSAC) report to the

• Chief of Naval Material “it Is indeed unfortunate when it becomes nec-
essary to occasional ly shut down certain equipment in combatant ships to
prevent degredation of other systems, thereby decreasing operational

• effectiveness. ” The TESSAC report further states in part “the most
significant factor contributing to the lack of EMC consideration in Navy
prOgrams is not a lack of technology but a lack of application of existing
technology by management.”

To counter this lack of application NAVSEA has issued NAVSEA INST
2410.2 which states that wi thin the Naval Sea System Command an EMC

— 
program shall be incorporated as a requirement in each phase of an
equipment, system, and platform life cycle. All developments requi re an
EMC Program Plan ( EMCPP) and all platforms and major systems, during
acquisition phases and industrial availabilities , require an EMC Advisory
Board (EMCAB) to insure the latest knowledge is appl ied.

If this Instruction Is adhered to, future Naval development and
platforms stand a good chance of having electronic systems compatible
wi th their environment.

I
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